
1 
 

 
 

STANDARD CONTRACTUAL CLAUSES 

DECISION (EU) 2021/914 

of 4 June 2021 

 

Specifications 

The Standard Contractual Clauses from the inserted pdf of DECISION (EU) 2021/914 are 
applicable between parties with the following options, specifications and annexes.  
A. Parties select the following Module:  

o MODULE ONE: Transfer controller to controller 
● MODULE TWO: Transfer controller to processor 
o MODULE THREE: Transfer processor to processor 
o MODULE FOUR: Transfer processor to controller 
 

B. Clause 7 Optional Docking clause is applicable / not applicable  
 
C. Clause 9 (a) Use of sub processors  

a. In case of Module Two option 1 / option 2 and agree on at least 3 months in 
advance notification period 

b. In case of Module Three option 1 / option 2 and agree on [Specify time period] 
notification period 

 
D. Clause 11 Redress clause (a) option is applicable / not applicable 
 
E. Clause 17 Governing Law 

a. In case of Module One, Two and/or Three Parties choose 
• Option 1 the Parties agree that this shall be the law of The Netherlands. 
b. In case of Module Two and Three Parties choose 
o Option 2 the Parties agree that this shall be the law of The Netherlands 
b. In case of Module Four the Parties agree that this shall be the law of The 

Netherlands  
 
F. Clause 18 Choice of forum and jurisdiction 

a. In case of Module One, Two, Three, the Parties agree that those shall be the 
courts of The Netherlands, 

b. In case of Module Four any dispute arising from these Clauses shall be resolved 
by the courts of The Netherlands  

G. The Parties agree that [specify the dataset(s) ID(s)] may only be accessed if [fill in 
 dataset specific access restrictions by data exporter(s):] 
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ANNEX I 

A.   LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, 
of its/their data protection officer and/or representative in the European Union] 

1. Name: DACDBG (Data Access Committee) 
Address: UMC Utrecht, Heidelberglaan 100, 3584 CX Utrecht, the Netherlands  
 
Contact person’s name, position and contact details 
Name:    
Position:   Chair and Medical/Scientific Manager of the Laboratory,  
   Pharmacy, and Biomedical Genetics Division (dLAB), 
   UMC Utrecht 
Address:   UMC Utrecht, Heidelberglaan 100, 3584 CX Utrecht,  
   the Netherlands  
Activities relevant to the data transferred  
under these Clauses: Chair and Medical/Scientific Manager of the Laboratory,  
   Pharmacy, and Biomedical Genetics Division (dLAB) at UMC 
   Utrecht of which the DACDBG is part of 
 

Signature 

Date: ___________________________________________________ 

Role: Controller  
 
 

2. Name: DACDBG (Data Access Committee) 
Address: UMC Utrecht, Heidelberglaan 100, 3584 CX Utrecht, the Netherlands  
 
Contact person’s name, position and contact details 
Name:    
Position:   DPO, Division of Laboratories, Pharmacy and Biomedical 
   Genetics, University Medical Center Utrecht  
Address:   UMC Utrecht, Heidelberglaan 100, 3584 CX Utrecht,  
   the Netherlands  
Activities relevant to the data transferred  
under these Clauses: DPO for the Data Access Committee (DACDBG) 
 

Signature 

Date: ___________________________________________________ 

Role: Controller 
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Data importer(s): [Identity and contact details of the data importer(s), including any contact 
person with responsibility for data protection] 

1. Name:  
Address:   
 
Contact person’s name, position and contact details 
Name:   
Position:  
Address:   
Activities relevant to the data transferred under these Clauses:  
 
 

Signature 

Date: ___________________________________________________ 

Role: Processor  
 
 

2. Name:  
Address:   
 
Contact person’s name, position and contact details 
Name:   
Position:  
Address:   
Activities relevant to the data transferred under these Clauses:  
 
 

Signature 

Date: ___________________________________________________ 

Role: Processor  
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B.   DESCRIPTION OF TRANSFER 
Categories of data subjects whose personal data is transferred 
EGA Dataset ID: [Specify] 

[Title of Dataset] 

Categories of personal data transferred 
Example: Illumina HiSeq X Ten, NextSeq 500 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take 
into consideration the nature of the data and the risks involved, such as for instance strict 
purpose limitation, access restrictions (including access only for staff having followed 
specialised training), keeping a record of access to the data, restrictions for onward transfers 
or additional security measures. 
This dataset represents [Description Dataset] 
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous 
basis). 
The data will be transferred once 
Nature of the processing 
Data export for Scientific Research 
Purpose(s) of the data transfer and further processing 
[Title of the project for which the applicant wants to access the EGA Dataset(s)] 
[Short project summery] 
[Research question] 
The period for which the personal data will be retained, or, if that is not possible, the criteria 
used to determine that period 
Duration of the project “[Title of the project for which the applicant wants to access the EGA 
Dataset(s)]. 
For transfers to (sub-) processors, also specify subject matter, nature and duration of the 
processing 
………………………… 

 

C.   COMPETENT SUPERVISORY AUTHORITY 
Not applicable in case of Module Four 
Identify the competent supervisory authority/ies in accordance with Clause 13 
Dutch Data Protection Authority. Postal address: 
Autoriteit Persoonsgegevens, PO Box 93374, 2509 AJ Den Haag, the Netherlands  
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ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL 
AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE 
DATA 
Not applicable in case of Module Four 
II.A. Certification 
Is Data importer ISO27001 certified? Or is another internationally recognized certification 
applicable?  

o Yes, please send a copy of said certification and fill out questionnaire II.c and (if 
applicable) II.d.  

o No, please fill out the following questionnaire II.B and fill out questionnaire II.c and (if 
applicable) II.d.  
 
 

II.B Questionnaire technical and organizational security measures 
 

Technical measures of pseudonymisation and encryption of personal data: < please specify > 

Organisational measures of pseudonymisation and encryption of personal data: < please  
specify > 

Technical measures for user identification and authorization: < please specify > 

Organisational measures for user identification and authorization: < please specify > 

 

Technical measures for the protection of data during transmission: < please specify > 

Organisational measures for the protection of data during transmission: < please specify > 
 
Technical measures for the protection of data during storage: < please specify > 

Organisational measures for the protection of data during storage: < please specify > 
 
Technical measures for ensuring physical security of locations at which personal data are 
processed: < please specify >Technical measures for ensuring physical security of locations at 
which personal data are Organisational: < please specify > 

 
Technical measures for ensuring events logging: < please specify > 

Organisational measures for ensuring events logging: < please specify > 

 

Technical  measures for internal IT and IT security governance and management: < please  
specify > 

Organisational measures for internal IT and IT security governance and management: < please 
specify > 
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Technical measures for certification/assurance of processes and products: < please specify > 

Technical measures for certification/assurance of processes and products: < please specify > 

 

For transfers to (sub-) processors, also describe the specific technical and organisational 
measures to be taken by the (sub-) processor to be able to provide assistance to the controller 
and, for transfers from a processor to a sub-processor, to the data exporter 
 

II.C Additional QUESTIONS when transfer outside the EEA   
 

Additional QUESTIONS when transfer outside the 
EEA   

 Additional explanation 

1. Are there laws and regulations which are 
applicable to your company or contractor or (sub) 
processor engaged by your company, that would permit 
access by public authorities to the personal data of Data 
Exporter, that are subject to the transfer?. The 
aforementioned in particular in the areas of intelligence, 
law enforcement, administrative and regulatory 
supervision applicable to the transferred data. 

yes/no If yes, please indicate the 
laws:  

2. Does your company or engaged (sub) processors 
or contractor has taken or will take measures to prevent 
the access of public authorities or other parties to 
transferred data (if any)? 

yes/no If yes, please indicate which 
measures:  

3. Is your company or your engaged sub processor 
or contractor legally prohibited to inform Data Exporter 
on all requests of access to personal data by public 
authorities? .  

yes/no If yes, please specify whether 
and to what extent 

4. Is your company or your engaged sub processor or 
contractor legally prohibited to provide Data Exporter 
with detailed information on all requests of access to 
personal data by public authorities? 

yes/no If yes, please specify whether 
and to what extent 

5. Is data anonymized or is pseudonymization applied?  yes/no If no, please add additional 
explanation: 

6. Is encryption applied for which only Data exporter has 
the key?  

Yes/no If no, please add additional 
explanation: 

7. With regard to Clause 10 SCC: Notwithstanding the 
above provisions of Clause 10, as acknowledged in 
Article 11(2) of Regulation (EU) 2016/679 (the General 
Data Protection Regulation (GDPR)), where the Data 
Importer is not in a position to identify a data subject, the 
provisions of Articles 15 to 20 of the GDPR shall not 
apply except where the data subject provides additional 
information enabling his or her identification.  
 
(i) If the data importer receives any such requests, will 
data importer forward the request to data exporter without 
undue delay?   
 

 
 
 
 
 
 
 
 
 
6.(i) yes.no  
 
 
 
6.(ii) yes/no  
 

If no, please add explanation 
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(ii) Notwithstanding the foregoing, will data importer 
cooperate, to the extent permitted by law, with data 
exporter if data exporter receives any such requests?  
   
(iii) If a data subject objects to the further processing of 
their data or withdraws their consent to the use of their 
data, and data importer is able to identify the individual’s 
personal data, will data importer cease processing their 
personal data without undue delay?  

 
 
6.(iii) yes/no 

 
 
II.D  Additional questions when data importer(or its (sub)-processor) is located in the USA 
and is not certified through the Data Privacy Framework: 
 
Additional questions when data importer is located 
in the USA 

Yes/no Additional explanation 

1. Can Data Importer manage compliancy particularly 
with Data Exporter in relation to the Foreign 
Intelligence Surveillance Act section 207 (FISA 207) 
which permits US intelligence agencies to conduct 
mass surveillance operations targeting foreigners 
outside the United States as those communications 
pass through the US communications infrastructure?  

yes/no If no, please add explanation 

2. Is the Cloud Act of the USA applicable to your 
company, subcontractor or processor in the USA,?  
 

yes/no If your company, engaged 
(sub) processor or contractor 
is a cloud provider, and the 
answer is no, please explain 
clearly why the Cloud Act of 
the USA does not apply 
here?  

 

 

 

3. Can Data Importer manage privacy compliancy 
towards UMC Utrecht in relation to the Executive 
Order 12-333 governs surveillance of 
communications outside the United States and it is 
the primary authority under which the NSA gathers 
foreign intelligence by intercepting communications 
directly from the internet backbone as the 
communications come into the US from abroad.   
 

yes/no If no, please add explanation 
 
 
 

4. Does Data Importer (or its (sub)processors) apply 
measures aiming to prevent access by the U.S. 
intelligence services? 

yes/no  
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ANNEX III 

LIST OF SUB-PROCESSORS 

EXPLANATORY NOTE: 

This Annex must be completed in case of the specific authorisation of sub-processors (Clause 
9(a), Option 1). 

The controller has authorised the use of the following sub-processors: 
1.  Name: … 

Address: … 

Contact person’s name, position and contact details: … 

Description of processing (including a clear delimitation of responsibilities in case 
several sub-processors are authorised): … 

 

2.  … 
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